
Esam Alzahrani
05/02/2012

DDoS defense challenges: The most effective 
factors in defending against DDoS Attacks



Outlines

(1) Background Information

(2) Research Motivation

(3) Research Objective

(4) Reseach Question

(5) DDoS Attacks Defense Difficulties

(6) DDoS Attacks Solutions

(7) Current Defense Mechanisms Deficiencies

(8) Observations of DDoS Challenges

(9) Implications for Mechanisms Implementation

(10)  Conclusion



(1)Background Information

• Information Security depends on three fundamental aspects 

•  Confidentiality    C 

•  Integrity      I 

•  Availability      A 

•  The three components of security are together referred to as  

 the Security Triangle or the CIA of security   



CIA- Security Triangle



Usurpation

Usurpation is a class of attack in which the attacker has 

unauthorized control of some part of the system [11]

• Distributed Denial of Service (DDoS):

 Inhibition of service for long term

Attacker prevents server from providing service 

Availability mechanisms counter this threat 



DDoS attacks Initialization
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Simplified DDoS attacks Initialization
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(2)Research Motivation



Research Motivation
SANS Institute Report DDoS attacks Size



Research Motivation

 Internet security is still vulnerable.

 Security defense systems are still unreliable. 

 There is a big gap between networking development and 
network security development.

 DDoS attacks are completely uncontrolled.



(3)Research Objective

 Assess the level of risk for Internet security issues.

 Point out the most effective factors in defense mechanisms 
against DDoS attacks.

 Suggest possible solutions for future work.



(4)Research Question

• Why do we not have an optimal solution for 
DDoS attacks?



(5) Difficulties to defend DDoS 

• Difference between normal traffic and attack traffic

• Levels of defense should be distributed 



(6) DDoS Solutions 

Solutions Drawbacks

Firewalls End-Defense

Routers Inefficient 

Switches Inefficient 

Intrusions preventions systems Content should be known

Clean Pipe Delay

Blackholing and sinkholing Legitimate traffic could be discarded



(7) Deficiencies in current mechanisms

• No systems can distinguish legitimacy of traffic

• Available systems not 100% accurate

• Popular websites are affected by delay

• Inefficient trace-back systems



(8) Observations of DDoS Challenges

• Spoofing

• Broadcast Amplification 
 
• Lack of Appropriate Response To Attacks

• Computers are unprotected



(9) Implications for Mechanisms 
Implementation

• Avoid randomness in security solutions

• Activate the role of trace-back

• Apply Security Requirements Engineering



(10) What can be done soon?

• Security is mandatory for any proposed systems

• Web developers should be aware of Internet security role

•  Analysis of recent attacks

•  Standards for Cyber security should be established
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